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Ucnoan3oBanue mapuipyruzatopon Eltex ESR (0a3oBbii
ypOBeHb) V.1

JumTeabHocTh Kypea: 40 akageMruecKux 4acoB (5 THEH)

HeneBas aynuropus:
- CucremHble aIMUHHCTPATOPEI;
- CrhenuaiucTsl TEXHHYECKUX ¥ HHKEHEPHBIX CITYXkKO0;
- HMmKeHepbl COMPOBOXKICHHUS M TEXHUUECKOH MOIIEPIKKY;
- Pa3pabotuuku ceresoro I10.

TpeGoBanus K y4aCTHUKAM:
- 3HaHWe OCHOB MH(OPMAIIMOHHBIX TEXHOJIOTHIA;
- 3uanue creka npotokonoB TCP/IP u monenu OSI;
- 3HaHME TPOTOKOJIOB M UX POJIM B KOMIIBIOTEPHBIX CETHX;
- Tlonumanue pa3nuumii B paboTe CETEBBIX YCTPOUCTB (KOMMYTATOP, MAPIIPYTU3ATOP);
- 3nanue nonstuii: [P-anpec, MAC-anpec, macka noacetu u npeduxc, VLAN, Trunk n Access;
- 3HaHWE OTJIMYMIA TUIOB KabeJei 1 KOHHEKTOPOB;
- Ilonumanue npunHiuna nenenus [P-cereil Ha mojaceTy U cymmupoBanue [P-cereid.

Pe3ysabTarsl 00y4yeHusi:
YMmern:
— HACTPOUTH 00OPYI0BaHHE C MOMOUIbIO KOMaHIHON CTPOKHU;

— HACTPOMTH MPOTOKOJ JUHAMHUYECKON MapuipyTu3anuu RIP;

— Hactpouts [P-cepBucs: DNS, DHCP, NAT u NTP;

— HACTPOMTH 3aLIUTY JIOCTYIMA K MaplIpyTH3aTOPY;

— HACTPOUTH Syslog, pe3epBHOE KOITMPOBAHNE U BOCCTAHOBJICHUS KOH(UTYpAIIHH;
— o6noBuTtsk 10 Ha MapmpyTH3aTOpE.

3HATD:
— TMPUHIHUIB paOOThl KOMMYTAIIMA U MAapIIPYTU3AIHH;
— npunnunsl padotet VLAN, TRUNK, ICMP, ARP;
— TmpuHLHUI paboThl MexceTeBoro skpana ESR;
— TPHHIHAIGI pa0OTHl CTATUYCCKON U ITMHAMUYCCKOW MapIIpy TH3AIIHH;
— CnocoObl Pe3epBHOTO KOMMUPOBAHUS M BOCCTAHOBJICHUS KOH(UTYPAIIHH.

BJIA/I€Th:
— HaBBIKaMU PabOThI ¢ KOMAHJIHOU CTPOKOH, KoHpuryparueit u 10 mapmpyTuzaropa;
— HaBBIKAaMU KOH(PUTYPHUPOBAHHSI CETEBBIX HHTEP(EICOB MapIIPyTU3ATOPA;
— HaBbIKaMU KOH(PUTYPHUPOBAHHS MAPIIPyTU3ATOPA JIJIs1 HEOOBIIONH CETH;
— HaBBIKAMU MOKWCKA U YCTPAHECHUS HETIOJAOK.
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Y4eOHO-TeMaTHYeCKHUIT JIaH
«Vcnons3zoBanue mapuipytu3atopoB Eltex ESR (0a30Bblit ypoBeHb) v.1»

HaumeHnoBaHue Onucanue Bpems
Tema: 1. O630p odopynoBaHus. 3 yaca
Onucanue: 1.1. Mopenu mapmpyTH3aTOpPOB. 2 yaca

1.1.1. XapakrepucTku.
1.1.2. ®yHKUIMOHAIBHBIE BO3MOKHOCTH.
1.2. YcTpoiicTBO MapiipyTu3aropa.
1.2.1. KOHCTpYKTHBHOE UCIIOJIHEHUE.
1.2.2. MeTtozsl 10CTyIa K CETEBOMY YCTPOWCTBY.
1.2.3. IlogkmroueHrne MapuipyTu3aropa.
1.2.4. 3arpy3ka MapuipyTH3aTopa.
1.3. KomangHas ctpoka.
1.3.1. Uepapxus pexuMOB.
1.3.2. Ilepexitouenne MeXIy peKUMaMHU.
1.3.3. CtpyKTypa KOMaHI.
1.3.4. CripaBKM KOMaH/IHOHN CTPOKH.
1.3.4.1. KonTekcTHas IIOACKA3Ka.
1.3.4.2. ITpoBepka CUHTaKCHCA.
1.3.4.3. T'opsiurie KIaBUIIH.
1.3.5. Mexanusm commit u confirm.
1.4. UnenTnduKanms ycTponcTBa.
1.4.1. Ims ycTpolicTBa 1 OaHHEPHBIE COOOIIECHUSI.
1.4.2. Hactpoiika 1aTel 1 BpEMEHH.

JlaboparopHasi: | 1. 3HAKOMCTBO ¢ KOMaHJIHOM CTPOKOM: 1 gac
1.1. OuucTuTh MapIIPyTU3ATOD.

1.2. Hactpouts ums ycrpoiicTBa U OaHHEpHbBIE COOOIIECHUSI.
1.3. HacTpouts aTy u Bpems.

HaumeHnoBanue Onucanue Bpems
Tema: 2. DyHKIMOHAJ KAHAJBLHOI0 YPOBHSI. 4 yaca
Onucanue: 2.1. Pexxumsbl paboTel uHTEpdEiica. 2 Jaca

2.1.1. Monynu SFP.
2.2. KommyTanus.
2.2.1. KommyTanus Ha MapiipyTu3aTope.
2.2.2. AGOHEHTCKUI MapuIpyTH3aTOpP.
2.2.3. CtpykTypa Kajpa.
2.2.4. JloMeH HMPOKOBEIIATEILHON PACCHUIKH.
2.3. BuptyasbHbl€ JIOKaJIbHBIE CETH.
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2.3.1. O0uue cBeacHuUs.
2.3.2. Access u Trunk.
2.3.3. MAC-based VLAN.
2.3.4. lmarnoctuka VLAN.
2.4. TIpoTtokon oOHapy>KeHUs IO KAaHATTLHOMY YPOBHIO.
2.5. LLDP-MED.
2.6. 3epkanupoBaHHe.
2.7. N3ons1uust NOPTOB.

JlabopaTopHasi:

2. Hactpoiika ¢pyHKIIMOHAIA KAaHAJIBHOI'O YPOBHS:
2.1. Hactpouts ¢pusnueckuii uatepgeiic B L2- u L3-pexume.
2.2. Hactpouts VLAN.
2.3. Hactpouts LLDP.
2.4. Hactpoutrs SPAN.

2 yaca

HaumenoBanue

Onucanue

Bpems

Tema:

3. UnTepdeiichl.

3 yaca

Onucanue:

3.1. Jloruueckue uHTEpPEICHI.
3.1.1. Loopback.
3.1.2. Sub.
3.1.3. Q-in-Q.
3.1.4. Bridge.
3.1.5. Port-channel.
3.2. [loaxntouyaeMble UHTEPPEICHI.
3.2.1. USB-mozem.
3.2.2. El.
3.3. JImarHocTuka UHTEp(HEHCOB.

2 gaca

JlabopaTopHnas:

3. Hacrpoiika naTepdericon:
3.1. Hactpouts unrepdeticel loopback, sub u g-in-q.
3.2. HactpouTs bridge.
3.3. JImarHocTuka HHTEp(HEHCOB.

1 yac

HaumenoBanue

Onucanue

Bpems

Tema:

4. DyHKUMOHAJ CETEBOI0 YPOBHSI.

4 yaca

Onucanue:

4.1. OOume cBeneHus.
4.1.1. Crpykrypa IP-nakera.
4.1.2. Anpecanus.
4.1.3. IIpoTokon ympaBisirolux coodmenuit larepHeTa.
4.1.4. TIpoTokou pa3perieHus aapeca.
4.2. Tabnuiia MapuIpyTU3ALIUH.
4.2.1. ARP-kemr u Tabnuiia MapupyTu3auu ysia.

4.2.2. ARP-kenr 1 Tabnuma MapupyTH3aIliuy MapiipyTH3aTopa.

2 gaca

000 «Mpeanpuatue «3JITEKC» Poccusn, 630047, r. HoBocnbupck yn. OkpyxHas, 298

B VHH5410108110 [ KN 541001001

B academy.eltex.ru



dKaeMusd
= €ELTEX

&: +7 (383) 274-48-01 E, +7 (383) 274-48-02 [ info@academy.eltex.ru

4.2.3. 3anucu TaOIULBI MapLIPYTU3ALINH.
4.2.4. Bp1bop myulieil 3anucu MapuipyTa.
4.2.5. llopsinok oOpaboTku maketoB Ha ESR.
4.3. MapuipyTtuzaius nakera.
4.3.1. KommyTanus u MapuipyTH3aLusl.
4.3.2. OTnpaBka nakeTa BHYTPH JIOKAJIbHOM CETH.
4.3.3. OtnpaBka nakeTa B IPYrylo CETh.

JladopaTopnasi: 4. Hactpoiika pyHKIIMOHAIa CETEBOTO YPOBHSI: 2 Jaca
4.1. Uzyuuts ICMP u ARP.
4.2. IlpoBeputb ARP-kem u Tabauiy MmapipyTU3aluu.

HaumenoBanue Onucanue Bpems
Tema: 5. CraTuyeckasi M JMHAMUYECKAs] MAPIIPYTU3AIUS. 3 yaca
Onucanue: 5.1. Ctatnueckue MapLpyThl. 2 yaca

5.1.1. 3agauu cTaTHUECKON M TMHAMUYECKOW MaplIpyTU3ALIUH.
5.1.2. CuHTaKCcUC CTAaTUYECKOTO MAapUIPyTa.
5.1.3. Tumbl cTaTHYECKUX MapIIPyTOB.
5.2. lunamMu4ecKre MapipyThl.
5.2.1. IIpoTOKOIBI AMHAMUYECKON MapIIPyTU3AIUH.
5.2.2. KOMIIOHEHTBI U XapaKTEPUCTUKH.
5.2.3. Knnaccudukanms.
5.3. IuCTaHIIMOHHO-BEKTOPHBIN AJIFOPUTM.
5.4. AropuT™m 1Mo COCTOSIHHIO KaHaa.
5.5. RIPv2.
5.5.1. ®opmat cooOiieHus.
5.5.2. Hactpoiika RIPv2.
5.5.3. [Ipumep Hactporiku RIPv2.

JladopaTopnasi: | 5. Hactpoiika mapupyTu3anuu: 1 gac
5.1. HactpouTs cTaTuueckrue MapupyThl.
5.2. Hactpouts RIPv2.

HaumenoBanue Onucanue Bpems
Tema: 6. IP-cepBucCHI. 4 yaca
Onucanue: 6.1. CucremMa TOMEHHBIX UMEH. 2 yaca

6.1.1. O0mue cBeneHNUSI.

6.1.2. Uepapxust DNS.

6.1.3. Ilpunuun paboThI.

6.1.4. Tunel peCypCHBIX 3alTUCEH.
6.1.5. ®opmar coobmenust DNS.
6.1.6. Komanapl koHOHUTYpHpPOBaHUS.
6.1.7. Ilpumep Hactpoiiku DNS.
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6.2. IIpoToKoJI AMHAMUYECKON KOH(PUTYpaALUH y3I1a.
6.2.1. Tunst coobmenut DHCP.
6.2.2. IIpuniun pa®oTsI.

6.2.3. ®opmar coobmenuss DHCP.
6.2.4. DHCP-kiuenr.

6.2.5. DHCP-cepsgep.

6.2.6. DHCP-petpancisaTop.

6.2.7. IIpumepsr vHactpoitku DHCP.

6.3. [IpeoOpa3oBaHme CETEBBIX aAPECOB.
6.3.1. Ilpunnun paGoTsl.

6.3.2. Tuner NAT.
6.3.3. Source NAT.
6.3.4. Destination NAT.
6.3.5. Static NAT.

6.4. IIpoToKOJI CETEBOrO BPEMEHU.

6.4.1. Ilpunuun paboThl.

6.4.2. Uepapxus NTP.

6.4.3. Pexxumbl paboTHI.

6.4.4. ®opmar coobmmenus NTP.
6.4.5. Komanipl KOH(UTYypUpOBaHUS.
6.4.6. [Ipumep Hactporiku NTP.

Jladoparopnasi: | 6. Hactpoiika [P-cepBucos: 2 Jaca
6.1. Hactpouts DNS.

6.2. Hactpouts DHCP-kinent.
6.3. Hactpouts DHCP-cepgep.
6.4. Hactpouts Source NAT.

6.5. Hactpouts Destination NAT.
6.6. Hactpouts NTP.

HaumenoBanue Onucanue Bpems
Tema: 7. 3amuTa MapmpyTuzatopa. 4 yaca
Onucanue: 7.1. Ayrentudukanus, aBTOpu3aus U yuér. 2 yaca

7.1.1. Ilonp3oBaTeny.

7.1.2. YpOBHU NPUBUIIETHH.

7.1.3. Hactpoiika naposei.

7.1.4. YuéT nelicTBHil MOIb30BaTENIEH.

7.1.5. KoHCONbHBIN TOCTYIIL.
7.2. llogkntoyenue k cepepam AAA.

7.2.1. llogxmouenne k RADIUS-cepsepy.

7.2.2. llogkmouenue k TACACS-cepsepy.
7.3. MexcerteBoii skpad ESR.

7.3.1. Obmue cBeaeHus.

7.3.1.1. MexceTeBol 3KpaH Ha OCHOBE 30H 0€30IaCHOCTH.
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7.3.1.2. MexceTeBoil 3KpaH ¢ OTCIEKUBAHUEM COCTOSHHS
CECCHUH.
7.3.1.3. IlopsA10K HACTPOMKU MEXKCETEBOI0 IKPaHa.
7.3.2. 30HbI 6€30MACHOCTH.
7.3.3. Onpenenenue nHTEpHEHCOB K 30HAM 0€30MaCHOCTH.
7.3.4. Co3ganue CIMCKOB object-group.
7.3.4.1. Object-group network.
7.3.4.2. Object-group service.
7.3.4.3. Object-group mac.
7.3.4.4. Object-group application.
7.3.4.5. Object-group url.
7.3.4.6. Object-group address-port.
7.3.5. B3aumopeicTBIEe MeX Ly 30HaMH O€30MaCHOCTH.
7.3.6. IlpaBuna MexceTeBOro 3KpaHa.
7.3.6.1. ITonck coBnageHuii 0 mapaMeTpaM.
7.3.6.2. [lopsanok 06pabOTKH MpaBuil.
7.3.6.3. PenaktupoBaHue IpaBuil.
7.3.6.4. JlorupoBaHue MpaBuil.
7.3.7. JIlmaraoctuka.
7.3.8. [IpuMepsl HACTPONKHM MEKCETEBOTO IKpaHA.

JlabopaTopHnasi: |7. Hactpoiika 3aliMThl MapIpyTH3aTOpa: 2 yaca
7.1. Co3mats MOIb30BaTEN.

7.2. OrpaHUYUTh NPUBUJIETHH.

7.3. llogxmounts ESR x RADIUS.

7.4. Iogxmounts ESR k TACACS.

7.5. Hactpouth y4€T neiCTBUI MOJIB30BATEN.
7.6. HactpouTh npouib ayTeHTUDHUKALIH.
7.7. HacTpOUTh MEKCETEBOM IKPaH.

HaumenoBanue Onucanue Bpems

Tema: 8. CucreMHBIHi )KypHAJT U pe3epBHOE KONMMPOBAHHUE. 3 yaca

Onucanue: 8.1. CucTeMHBIi1 )KypHa. 2 yaca
8.1.1. Ilpunuun paboThI.
8.1.2. ®opmar coobuieHus syslog.
8.1.3. KomaHp1 KOHPHUTYPUPOBAHHUS.
8.1.4. TIpumep HacTpoiiku syslog.
8.2. Pe3epBHOE KONMMpOBAaHUE.
8.2.1. Pe3epBHOE KONMMPOBAHUE BPYUHYIO.
8.2.1.1. 3axBaT Tekcra.
8.2.1.2. CoxpaHeHue pe3epBHON KOIUU.
8.2.1.3. BoccranoBneHre KOHPHUTYpaIHH.

8.2.2. ABTOMaTH4eCKOE Pe3epBHOE KOMUPOBAHUE.
8.3. O6nosnenue I10.
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8.4. O630p ECCM.

Jladoparopnasi: | 8. Hactpoiika cpeacTB oOcmyKMBaHUSI MapIIPyTU3ATOPA: 1 gac
8.1. Hactpowuts syslog.

8.2. Co3naTh pe3epBHYIO KOIHUIO U BOCCTAHOBUTH KOH(UTYpaIHIO.
8.3. HactpouTh aBTOMaTH4ECKOE pe3epBHOE KOITUPOBAHHUE.

8.4. O6noButh 110 mapmpyTHuzaropa.

HaumenoBanue Onucanue Bpems
Tema: 9. Ilouck M ycTpaHeHHe HENOoJIAA0K. 4 yaca
Onucanue: 9.1. MacurrabupoBaHHe CETH. 2 yaca

9.1.1. O0Omne cBeneHUS.

9.1.2. Tonomorun LAN u WAN.

9.1.3. MacmrabsbI ceTei.

9.1.4. epapxuyeckas CTpyKTypa.

9.2. [Ipouenypa nmoucka U yCTpaHEHUsI HEMOJAI0K.

9.2.1. Coop urpOpMAaITHIH.
9.2.1.1. JIoKyMEHTHPOBAHHE CETH.
9.2.1.2. luarpaMmsl TOIIOJIOTUH CETH.
9.2.1.3. ba3oBblI€ [TOKA3aTENH CETH.
9.2.1.4. 3MepeHue TaHHBIX.
9.2.1.5. Onpoc KOHEYHBIX MOJIb30BATEIICH.

9.2.2. N3onsauus HENOJAAJ0K.
9.2.2.1. Ucnoan3oBanue moaenu OSI.
9.2.2.2. MeTopl IOMCKA U YCTPAHEHUS HEMOJIa10K.
9.2.2.3. CpencrTBa NOKWCKa U YCTPAHEHUS HETIOJIA0K.

9.2.3. JlelicTBUs IO UCIIPABJICHUIO.
9.2.3.1. ®uznueckuii ypoBEHb.
9.2.3.2. KaHanbHbIN ypOBEHD.
9.2.3.3. CeTreBoil YpOBEHbD.
9.2.3.4. TpaHCIIOPTHBIN yPOBEHD
9.2.3.5. YpoBeHb NPUIIOKEHUM.

9.3. YcTpanenue Henoaaao0K cBsi3M B ceTsx [P.

9.3.1. [IpoBepka pu3nvyeckoro ypoBHsI.

9.3.2. [IpoBepka agpecalyiu  1UII03a.

9.3.3. [IpoBepka mpaBUIBHOTO MYTH.

9.3.4. IIpoBepka TpaHCIIOPTHOT'O YPOBHSI.

9.3.5. IIposepka DNS.

JlaGopatopHnas: 9. Ilouck u ycTpaHeHHE HETIOJIAA0K B KOH(PUTYpalHu: 2 yaca
9.1. HaiiTu 1 ycTpaHUTh HENOJAAKU KOHPUTYpALIUH.

IIpomexyTounbie M HTOrOBbIe GOPMBI KOHTPOJISI: 8 YacoB
B paMKax JaHHOIr'0 Kypca IpeaoCTaBIACTCA OAHA IMONBITKA ITPOXOXKACHUA CCpTI/I(bI/IKaIII/IOHHOl"O HUCIIBITAaHUA,
KOTOpast MOKET OBITh MCIIOJIb30BaHa B JIEHb 3aBEPILEHUS Kypca.
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B cirydae HeymayHOTO 3aBEpIICHHS, MOXKHO OOPATHTHCS B KOMMEPUYECKUH OTAeN [T NproOpeTeHNs IIaTHOM

JOTIOJTHUTEIBHOM MOMBITKH.
[TnaTHO MOMBITKONH MOYKHO BOCIIOJIB30BAThCS B Te€UeHUE 21 KaJeHIapHOTO AHS TOCIIE 3aBEPIICHUS 00yUEHHUS.
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