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OcHoBBI ceTeBBIX TeXHOJIOrni. Yactp 2 (v.2)

JummTenbHOCTh Kypca: 72 akaJeMUYECKUX Jaca

HeneBas aynuropus:

CryneHTbl, 00yJaromuecs B cCy3ax U By3ax;

CuctemMHbIC aIMUHUCTPATOPHI;

CHGI.[I/IaJII/ICTLI TCXHUYCCKUX U I/IH)KeHepHBIX CJIy)K6;
NuxeHepsl CONMPOBOKICHUS M TEXHUYECKOUN MOIJICPHKKH.

TpeOoBanus K y4acTHHKAM:

[IpenBaputenbHO npoitneHHbINH Kype «OCHOBBI CETEBBIX TEXHONIOTHH. HacTh 1) MM aHAJIOTUYHBIN;
3HaHUE OCHOBHBIX KOMIIOHEHTOB KOMITBIOTEPHBIX CETEH;

3Hanue ocHOB paboTtsl mpoTokoioB ARP, IPv4 u IPv6, TCP, UDP, DHCP, DNS, HTTP;

3unanne moaeneit OSI, TCP/IP u noHnManue npoiiecca B3auMOJICHCTBUS POTOKOJIOB.

Pe3yabTaTsl 00yyeHus:

Ymersn:

MIPOM3BOIUTH 0a30BYIO0 HACTPOUKY 00OPYAOBAHHS C IOMOIIBI0 KOMaHHON CTPOKH;
MPOU3BOAUTH HACTPOMKY MPOTOKOJ0B MapiipyTusanuu: RIP, OSPF;

MIPOU3BOAUTH HACTPOUKY MpoTOKOJI0B KommyTaruu: STP, LACP;

MIPOM3BOIUTH HACTPOUKY IpoTokoia Syslog.

3HaTh:

pa3ianurs MeXa1y KOMMYTaTOPOM U MapuIpyTHU3aTOPOM;

IIPUHLIUIIBI pa0O0Thl TEXHOJIOTUH U poTokosoB kommyTtanuu: STP, VLAN, TRUNK;
MPUHITUIIEI paboTHI TexHOJoTH 1 poTokoioB: ACL, DHCP, NAT;

MPUHIUIIBI pa0OTHl TPOTOKOJIOB MapILIPyTU3AIUH;

paboTy 1 00s3aHHOCTH TEXHUYECKON MOIICPKKH.

Baanern:

HaBbIKaMU 0a30BOT0 IUIAHUPOBAHUS U IPOEKTUPOBAHUS CETH;

HABBIKAMU CO3JIaHUS U KOHPUTYPUPOBAHMSI CETEBBIX MHTEP(EICOB MapIIPyTHU3ATOPA;
HaBbIKaMU KOH(PUTYpUPOBaHHS OOMEHa MapIIPyTaMU C TIOMOIIBIO CETEBBIX TPOTOKOJIOB JMHAMUYECKOM
mapuipytuzauuu RIP, OSPF;

0a30BbIMU HaBBIKAMH IMOMCKA U YCTPAHEHUS HEUCITPABHOCTEH.
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Y4yeOHO-TEeMaTHUYECKHU IJIAH
«OcHOBBI ceTeBbIX TexHOoJIOTuH. YacTp 2 (v.2)»
HaumenoBanue Onucanue Bpems
Tema: 1. O0mue cBeieHNsi 0 ceTeBbIX YCTPOIiCTBAX. 4 yaca
Onucanue: 1.1. MeTonb! fO0CTyna K CETEBOMY YCTPOICTBY. 3 yaca

1.1.1. ITogkmroueHUEe K CETEBOMY YCTPOMCTBY.
1.2. O630p mapupytuzatopoB ESR.

1.2.1. Moaenun ESR u ux XxapakTepucTUKHU.
1.3. YerpoiictBo mapuipytusatopa ESR.

1.3.1. KOHCTpYKTUBHOE HCIIOJIHEHUE.

1.3.2. 3arpy3ka MapuipyTuszaropa.

1.3.3. daiinel KOHpUTYpaLIH.

1.3.4. KomannHas ctpoka mapupyruszaropa ESR.
1.3.4.1. PexxuMbl KOMaHIHOU CTPOKHU.
1.3.4.2. [lepexntoueHne MEXY peKUMaMH.
1.3.4.3. CtpyKkTypa KOMaHI.
1.3.4.4. CnpaBKM KOMaHHOM CTPOKH.

1.3.5. Mexanusm commit u confirm.

1.4. O630p kommyTaTopoB MES.
1.4.1. Mogenu MES 1 ux xapakTepuCTUKH.
1.4.2. ®ynkunonain kommyraropos MES.
1.5. YcrpotictBo kommyTatopoB MES.

1.5.1. KOHCTpYKTHUBHOE HUCIIOJIHEHUE.

1.5.2. 3arpy3ka koMmMyTaTopa.

1.5.3. ®aiinbl KOHPUTYpaLHH.

1.5.4. Komannnas ctpoiika kommytaropa MES.
1.5.4.1. PexxuMbl KOMaHIHON CTPOKH.
1.5.4.2. IlepexnroueHne MexXay peKUMaMU.
1.5.4.3. CnpaBKM KOMaHHOM CTPOKH.

1.6. O030p OecipoBOAHOIO 0OOPYAOBAHUSL.

1.6.1. Monenu u XxapakTEpUCTUKH.

1.6.2. [TapameTpsl OECITPOBOIHOTO MTOAKITIOYCHUSI.
1.6.2.1. Mento Radio.
1.6.2.2. Mento Vap.

JlabopaTopuasi: |1.1. 3HakoMCTBO ¢ 000pyZOBaHHEM U BUPTyalbHOU TabopaTopueil PnetLab. | 1 wac

HaumeHnoBaHue Onucanue Bpems
Tema: 2. KomMyTaTopbl 1 KOMMYTAaIHA. 4 gyaca
Onucanme: 2.1. KommyTranus. 3 yaca

2.1.1. JloMeHBI KOJITU3HA.

2.1.2. Jlomensl mupoxroBeniaTenbHou pacchuiku (broadcast domains).
2.2. Tabnuiia KOMMYTaIIUH.

2.2.1. ®yHKIIMOHUPOBAHUE TAOIHITBI KOMMYTAIIUH.
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2.2.2. TlpocMmoTp U yripaBiieHHe TabaULeld KOMMYTALUH.
2.3. NuTtepdeiicel KOMMyTaTOpA.
2.3.1. UnTepoeiicsl ypoBHs L2.
2.3.2. Untepdetice ypoBHs L3.
2.3.2.1. ®duznyeckue uaTepdeiics ¢ ycraHoBneHHbIMH [P-
azipecaMu.
2.3.2.2. Nurepdeticer SVI.
2.3.2.3. UnTepdeticer oopaTHoii etnu (loopback).
2.4. Buptyanbhnsle nokanbhblie cetd (VLAN).
2.4.1. ITpunuunsl pa6otsl VLAN.
2.4.2. TIlpouecc TerupoBaHUs KaJpoB.
2.4.3. Unentuduxarop VLAN.
2.4.4. Co3nanue u ynanenue VLAN.
2.4.5. IIpeumymiecta VLAN.
2.4.6. Tunsr VLAN.
2.5. IlopTbl AOCTYIIa U MarucTpajgbHbIE MOPTHI.
2.5.1. IlopTsl goctyna.
2.5.2. Haznauenue noptoB B VLAN.
2.5.3. Ynanenue nopra gocryna u3 VLAN.
2.5.4. MarucrpabHbl€ TOPTHI.
2.5.4.1. ®yHKIMOHUPOBAHUE MAaruCTPaJIbHOIO NIOPTA.
2.5.4.2. HererupoBaHHbIi TpauK Ha TPAHKOBOM IOPTY.
2.5.4.3. Kon¢urypaius TpaHKOBBIX IOPTOB.
2.6. bazoBas HacTpoiika KOMMyTaTopa.
2.6.1. IlogkitouyeHre K KOMMYyTaTopy.
2.6.1.1. [loaxmnrouyeHne N0 KOHCOJIBbHOMY HOPTY.
2.6.1.2. [lopxnroueHue no 3aluIleHHOMY poTokoiry SSH.
2.6.1.3. INoaxirouenue nmocpenctsoM Web-uHaTepdeiica.
2.6.2. msa yctpoiicTBa.
2.6.3. bannepHsbie cOOOICHUSI.
2.6.4. be3onacHOCT, KOMMYyTaTOpa.
2.6.4.1. YopaBieHrue KOMMyTaTOPOM Ha OCHOBE POJIEH.
2.6.4.2. Co3nanue U yaaJleHHe YYETHBIX 3alucen

MI0JIb30BaTENEH.

2.6.4.3. BpeMeHHOE NOBBIILICHUE YPOBHS IPUBUIIETUN

MOJIb30BaTES.
JladopaTopnasi: 2.1. Coznanue u ynanenue VLAN — pesxumbl access u trunk. 1 gac
HaumenoBanue Onucanue Bpems
Tema: 3. MapmpyTH3aTOpBI. 4 yaca
Onucanue: 3.1. ba3zoBas HacTpotika mapuipytuzatopa ESR. 3 yaca

3.1.1. IlepBoe BKIIIOUEHHE MapLIPYTU3ATOPA.
3.1.2. Hactpoiika ©MEHH yCTpOICTBa.
3.1.3. Hacrpoiika [P-agpeca Ha unrepdeiice.
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3.1.3.1. Hactpoiika ¢pusnueckoro unrepdeiica GigabitEthernet.
3.1.3.2. Hactpoiika untepgeiica Loopback.
3.1.3.3. Hactpoiika Sub-unrepdeiica.
3.1.3.4. Hactpoiika QinQ-unrepdeiica.
3.1.4. l1lnr0o3 nocnenHel HaAEKIBI.
3.1.5. Y panenHoe ynpasieHUE MapIIpyTH3aTOPOM.
3.1.6. Hactpoiika 1aTel 1 BpEMEHH.
3.1.7. banHepHbIe COOOIICHUSI.
3.2. IIpoBepka COeTMHEHHUS.
3.2.1. Coobmenus ICMPv4.
3.2.2. TectupoBaHue JOKAIBHOIO y371a.
3.2.3. TectupoBaHue yIajJe€HHOTO y3Ja.
3.2.4. TectupoBaHue NyTH.
3.3. ABTOopu3alus, ayTeHTU(PUKALIS U YUET.
3.3.1. O6ume nousarust AAA.
3.3.2. Co3naHue nonp30BaTels.
3.3.3. biokupoBKa NOJIb30BATENS.
3.3.4. 3amura ¢ TOMOIIbIO ayTEHTU(PUKALIUH.
3.3.5. Ilaponu Ha nunuu Console, Telnet u SSH.

JladopaTopnas: 3.1. ba3oBas HacTpoika MapuIpyTu3aTopa. 1 gac
HaumenoBanue Onucanue Bpems
Tema: 4. MapupyTu3ainus 1 THIIbI MAPIIPYTH3ALMH. 8
4acos
Onucanue: 4.1. Penienue o mepechuIKe MakeToB. 4 gaca

4.1.1. AIropuT™ NPUHATHS PEILICHUS.
4.1.2. Metpuxka (Cost).
4.1.3. IIpenmourenue (Preference).
4.1.4. banancupoBKa Harpy3KH.
4.1.5. OnTuManbHbII MapHIpyT.
4.1.6. MexaHu3Mbl IEPECHIIKN MAKETOB.
4.2. Tabnuiia MapuIpyTH3AINH.
4.2.1. UcTouyHUKH TaOIUIIBI MapIIPyTH3AIUH.
4.2.2. 3anucu TaOIUIBI MAPIIPYTU3AMUH HATIPSIMYIO TTOIKITFOUEHHBIX
ceTen.
4.2.3. 3anucu TabaMIIBI MAPIIPYTH3AMNUN YJAICHHBIX CETEH.
4.2.4. Anpec crenyroiiero nepexoaa.
4.2.5. TepMuHBI TaOIUIIBI MAPIIPYTH3ALHH.
4.2.6. [lpumep TaObIHIIBI MAPIIPYTH3ALINH.
4.3. MapupyTu3zanus makera.
4.3.1. [IyTp makera no ceTw.
4.3.2. OTnpaBka nakera.
4.3.3. [lepechuika Ha CIAEAYIOLIUNA MTIEPEXOI.
4.3.4. JlanpHeliIIee IBMKCHHUE TTaKeTa.
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4.3.5. JlocTikeHrE MeCTa Ha3HAUCHMUS.
4.4. MapuipyTtuzanusa mexay VLAN.
4.4.1. IIpoGnemsl MapuipyTu3anuu mexay VLAN.
4.4.2. TpaguumOHHBIM METOJ MapLIPyTH3ALUN.
4.4.3. Meton Router-on-a-Stick (ROAS).
4.4.4. MapupyTtuzanus yepe3 kommyrtarop L3.
4.4.5. Ilpumep KoH(MUTYpaLIUU MAPIIPYTU3ALMH 10 TPATUIMOHHOMY
METOY.
4.4.6. IIpumep HacTpoiiku MapuipyTH3anuu merogoM Router-on-a-
Stick.
4.4.7. IIpumep HaACTPOMKHU MapUIPyTH3ALUHU YE€PE3 KOMMYTATOP
ypoBHs L3.

JlabopaTopuas: |4.1. Mapmpytusanus mexxny VLAN. 4 yaca
4.2. Mapmipytuszanust mexxay VLAN c ucnonb3oBanuem Router-on-a-Stick.
4.3. Cratnueckasi MaplIpyTH3aLHUs.

HaumeHnoBanue Onucanue Bpems
Tema: 5. CtaTuyeckasi M JMHAMUYECKAS MaPIIPYTU3AIUs. 8 yacos
Onucanue: 5.1. Cratnueckue MapuIpyThl. 4 yaca

5.1.1. 3agauu cTaTMYECKON U TUHAMUYECKON MapLIpyTU3aLUU.
5.1.2. CpaBHeHHE CTATHUECKHUX M TUHAMUYECKIX MapIIPYTOB.
5.1.3. CuHTaKCUC CTaTUYECKOTO MapIIpyTa.
5.1.4. Tunel 3anucell MapuIpyTOB.
5.1.4.1. Cratudeckuii MapuipyT.
5.1.4.2. Cratnyeckuii MappyT Mo yMOJTYAHUIO.
5.1.4.3. CymmapHbIil CTaTUYECKUN MapUIpyT.
5.1.4.4. TlnaBaromuii CTaTUYECKUNA MapIIPYT.
5.2. lunamMu4ecKyre MapIipyThl.
5.2.1. McTopusi mpOTOKOJIOB MapIIpyTU3aLIUH.
5.2.2. KoMIOHEHTHI IPOTOKOJIOB MapIIPyTU3ALIUH.
5.2.3. XapakTepuCTUKHU IPOTOKOJIOB TMHAMUYECKON MapIIpyTU3aLIUH.
5.2.4. Knaccugukaiys npoToKOJIOB JMHAMUYECKON MapIIpyTH3aLINH.
5.2.4.1. Knaccudukaius 1mo Ha3HaYEHUIO.
5.2.4.2. Knaccudukanus no IpuHIHITY paboTHI.
5.2.4.3. Knaccudukarus 1mo KjIacCOBOMY MOBEICHHUIO.
5.3. IIporokoxn RIP.
5.3.1. O0mue cBenenus o RIP.
5.3.2. Ilpuniun paboThl MPOTOKOJIA HA OCHOBE JIUCTAHIMOHHO-
BEKTOPHOT'O aJIrOpUTMA.
5.3.2.1. 3amyck nNpoTOKOJIa MOCJI€ BKIIOYEHUS TUTAHUSI.
5.3.2.2. CereBoe oOHapyKECHHE.
5.3.2.3. OOMeH AaHHBIMU MapIIPYTU3AIUH.
5.3.2.4. O0ecneueHne CXOIUMOCTH.
5.3.3. Anroput™m bennmana-®opna.
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5.3.4. ®opmar coobmenus RIPv2.
5.3.5. Hacrpoiika npotokosia RIP.
5.3.5.1. Co3nanue u HacTpoiika nponecca RIP.
5.3.5.2. Hactpoiika Ha untepdeiice.
5.3.5.3. OObsBICHUE CETEN.
5.3.5.4. IlaccuBHbIi UHTEpPDENC.
5.3.5.5. MexaHu3Mbl IPOTHUB METEb.
5.3.5.6. Taiimepsr.
5.3.5.7. IIpoBepka KOHUTYpALTUH.
5.3.6. IIpumep Hactpoliku RIP.
5.4. Ilporokon OSPF.
5.4.1. O6uwme cenenust o OSPF.
5.4.2. Ilpunnun paboThl MPOTOKOJIA HA OCHOBE aJITOPUTMA 10
COCTOSIHUIO KaHaJja.
5.4.2.1. COOp naHHBIX.
5.4.2.2. O6HapyXeHHE CoCeeH.
5.4.2.3. Co3nanue nakera COCTOSIHUS KaHaa.
5.4.2.4. JlapuHHAas pacChUIKA.
5.4.2.5. Coznanue 0a3bl TaHHBIX.
5.4.2.6. Co3znanue nepeBa KpaTyalimx myTei.
5.4.2.7. lob6aBneHue TyqIIMX MapIpyToOB B TaOIHUILY
MapIIpyTH3AIHH.
5.4.3. Anroputm JleHKCTpBI.
5.4.4. Kommonentst OSPF.
5.4.4.1. ba3bl JaHHBIX U TUIBI TAKETOB.
5.4.4.2. CoctosHusl.
5.4.4.3. Tunsl MapIPyTU3aTOPOB.
5.4.4.4. Tumbl obnmacTen.
5.4.4.5. Tunsl 3anuceil.
5.4.4.6. Tunsl ceTei.
5.4.4.77. Ponu MapuipyTH3aTOpOB.
5.4.4.8. Beibop DR.
5.4.5. ®opmar coobmenust OSPFv2.
5.4.5.1. ®opmar nakera npuserctus (Hello).
5.4.5.2. ®opmat nakera onucanus 6a3bl JaHHbIX (DBD).
5.4.5.3. ®opmar nakera 3ampoca 6a3sl ganHbIX (LSR).
5.4.5.4. ®opmat nakera OOHOBJICHHSI COCTOSTHUS KaHaIa
(LSU).
5.4.5.5. ®opmar nakera MoJATBEPKICHUS COCTOSTHUS KaHaJIa
(LSAck).
5.4.6. Hacrpoiika OSPF.
5.4.6.1. Coznanue mpouecca OSPF.
5.4.6.2. Bximouenue OSPF na unrepdeiice.
5.4.6.3. Tumsl cocencTBa U ayTeHTH()UKALUS.
5.4.6.4. OObsaABIEHUE CETEH.
5.4.6.5. Taiimepsl.
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5.4.6.6. IlpoBepka KOHPUTYpALIUH.
5.4.7. llpumep nactpoiiku OSPF.
JlabopaTopuasi: |5.1. CtaTudeckasi MapIIpyTH3aIHsl ¢ UCMIOIB30BAHUEM CYMMAapHOTO U 4 yaca

IIABAIOIIETO0 MapIIPYyTOB.
5.2. lunamudeckas MapipyTtusanus 1no nportoxkoiy RIP.
5.3. Junamuueckast Mapuipytusanus rno npotokoixy OSPF.

HaumenoBanue Onucanue Bpems
Tema: 6. IP-cepBuCHI. 9 yacos
Onucanue: 6.1. IIpoTokon TMHaAMHYECKOW KOH(PUTYpaIUU y37a. 3 gaca

6.1.1. DHCP nua IPv4.
6.1.1.1. [IpuHumn paboThI.
6.1.1.2. ®opmat cooOreHwHs.
6.1.1.3. CooOmienne 0OHApYKEHUS U TIPEATIOKCHHUS.
6.1.1.4. DHCP relay.

6.1.2. Hactpoiika DHCP-knuenTa.

6.1.3. Hactpoiika DHCP-cepsepa.

6.1.4. Hactpoiika DHCP-petpancnsTopa.

6.1.5. IIposepka DHCP.

6.2. IIpeoOpa3oBaHue CETEBHIX aIPECOB.

6.2.1. O6uue xapakrepuctiuka NAT.
6.2.1.1. IIpeanoceuiku k co3ganuio NAT.
6.2.1.2. Tepmunosnorus u npuHImn padotel NAT.
6.2.1.3. IlpenmyiiecTBa U HETOCTATKHU.
6.2.1.4. Tuns! npeoOpazoBanust NAT.

6.2.2. Hactpoiika NAT.
6.2.2.1. Hactporika Source NAT.
6.2.2.2. Hactpotiika Destination NAT.

6.2.3. IIpoBepka NAT.

6.3. [IpoTokoI1 ceTeBOro BpeMeHHU.

6.3.1. IIpotokon NTP.
6.3.1.1. O6mas napopmanms o mporokosae NTP.
6.3.1.2. Anroputm Map3syiuio.
6.3.1.3. Uepapxust NTP.
6.3.1.4. KomaHabl HACTPOMKH.
6.3.1.5. JImarsoctuka.
6.3.1.6. IIpumep Hactpoiiku NTP.

JlaGopatopuas: |6.1. Hacrpoiika mporokosna nuHamMudeckoit koHdurypanuu yzna (DHCP). 6 yacos
6.2. Hactpolika npoTokoia AUHAMUYECKON KOHPUTypalluu y3ia ¢
ucnosb3oBanueM perpancistopa (DHCP relay).

6.3. HacTpolika MexaHu3MOB IIpeoOpa3oBanms ceTeBbIX aapecoB (NAT).
6.4. Hactpolika CHHXpOHH3AI[UN MapIIPyTH3aTOPa C CEPBEPOM CETEBOTO
Bpemenu (NTP).
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HaumenoBanue Onucanue Bpems
Tema: 7. CHHCKH KOHTPOJIS 10CTymA. S yacos
Onucanue: 7.1. O6mue cBenennsi 06 ACL. 3 yaca

7.2. Tunel CIUCKOB KOHTPOJISL 1OCTYyIIA.
7.2.1. Knaccuduxarnusi cnuckoB KOHTPOJIS TOCTyIA.
7.2.2. Crannaptasie ACL.
7.2.3. Paciuinpennsie ACL.
7.2.4. Pexomennanuu no cosnanno ACL.
7.2.4.1. OT 9acTHOTO K O0IIEMY.
7.2.4.2. Ot 6osiee NPUOPUTETHOTO K MEHEE IPUOPUTETHOMY.
7.3. Kondurypanust ACL.
7.3.1. Kondurypanus crannaptasix ACL.
7.3.1.1. Coznanue crangaptabix ACL.
7.3.1.2. IIpumep co3nanus ctanpaptHoro ACL.
7.3.2. Kondurypamwus pacmmpenasix ACL.
7.3.2.1. Coznanue pacmmpenssix ACL.
7.3.2.2. IIpumep co3nanus pacmupenoro ACL.
7.4. Haznauenue ACL Ha unrepdeiic.
7.5. IlpoBepka u nuarnoctuka ACL.
7.6. PenaktupoBanue ACL.
7.6.1. I3menenue onucanust ACL.
7.6.2. JlobaBneHue, yjajleHHe U A1eaKTUBALMS TPaBUJI.
7.6.3. VI3mMeHeHue yclnoBUi U IeWCTBUI B IPaBUJIaX.
7.77. JlIonOJIHUTEIbHBIE MATEPUAITBI.

JladopaTopuasi: |7.1. Co3maHue CriMCKOB KOHTPOJIS AocTyna Ha mapiipytuzatope (ACL). 2 Jaca

HaumeHnoBanue Onucanue Bpems
Tema: 8. MacmrtabupyeMocTh M M30BITOYHOCTH JIOKAJIBbHOI CETH. 8 yacos
Onucanue: 8.1. Mepapxuueckue ceTu. 4 yaca

8.1.1. OcobeHHOCTH MJIaHUPOBAHUS CETEN pa3IMYyHOro MacuTada.
8.1.2. Cnenuanuzanus CETEBBIX YCTPOUCTB.

8.1.3. KommyTaTOph! ypOBHS J0OCTYyIIA.

8.1.4. TpeGoBaHMsI K KOMMYTaTOpaM YpPOBHS AOCTYyIA.
8.1.5. YpoBeHb arperaiuu.

8.1.6. TpeboBaHMsI K KOMMYTaTOpaM YpOBHS arperaum.
8.1.7. YpoBens siapa.

8.1.8. TpeboBaHMst K KOMMYTaTOpaM YpOBHS sipa.
8.1.9. JlomeH oTkaza.

8.1.10. MacmtabupyemMocTb CEeTH.

8.1.11. Pe3epBupoBanne 1 H30BITOUHOCTS.

8.1.12. PezepBupoBaHue TOUEK AOCTYyIA.
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8.1.13. PezepBupoBaHue Ha ypOBHE JOCTyTIA.

8.1.14. PezepBupoBaHne Ha ypOBHE arperamum.

8.1.15. Pe3epBupoBaHue U U30BITOUHOCTH Ha YPOBHE SpA.
8.1.16. Mepapxudeckas ceTb ¢ pe3€pBUPOBAHUEM.

8.2. [Iporoxkon cszyromero aepesa (Spanning Tree Protocol, STP).
8.2.1. [IpoGnemsbl mpu 0Opa3oBaHUM METENb HAa ypoBHE L2.
8.2.2. IlpenoTrBpaiueHue nerens Ha ypoHe L2 n npotokon STP.
8.2.3. BBIOOpBI KOPHEBOTO MOCTA.

8.2.4. Ponu nopros B npotokosue STP.

8.2.5. Cocrostnus noptoB B STP.

8.2.6. 3smenenue tononoruu STP.

8.2.7. Hacrpoiika nporokosia STP Ha kommyTaTopax MES.
8.2.8. Ilpunnun padoter RSTP.

8.2.9. I'pannunblie (edge) u HerpanuuHble (non-edge) NOPTHI.
8.2.10. Hactpoiika npotokona RSTP na kommyratopax MES.
8.2.11. Multiple Spanning Tree Protocol (MSTP).

8.2.12. Hactpoiika npotokona MSTP na kommyrtaropax MES.

8.3. Arperanus kaHaioB — Link Aggregation.

8.3.1. Ilpunnumnsl paboThI arperaluy KaHajoB.

8.3.2. Cratuueckas arperaiusi KaHaJlOB.

8.3.3. lunamuueckas arperanus kaHanos. [Iporokon LACP.
8.3.4. HacTpoiika pe>xuMOB pabOThl KaHAJIbHBIX UHTEP(DECOB.

8.4. N36b1TOYHOCTD Ha ypoBHe L3.

8.4.1. HeobxoaumMoCTh pe3epBUPOBAHUS IIITI03a M0 YMOJYAHUIO.
8.4.2. Ilpunnun padotel VRRP.
8.4.2.1. JlybnmmpoBaHre MapIIpyTU3aTOPOB.
8.4.2.2. CuHXpoHU3a1Us MapLIPyTU3aTOPOB.
8.4.2.3. CocTosiHHS MapIIPyTH3aTOPOB.
8.4.3. Komane! Hactpoiiku VRRP.
8.4.4. IlpuopureTtHoe BeiTecHeHue (Preempt).
8.4.5. lnarnoctuka VRRP.
8.4.6. IIpumeps! HacTpoiiku VRRP.

JlabopaTopuas: |8.1. Hactpoiika npotokosna ceszyromero aepesa (RSTP). 4 yaca
8.2. Hactpoiika npoTokosa ynpasienus arperamueii kanaiaos (LACP).
8.3. Hactpoiika mpoTokoiia pe3epBUPOBAHUS BUPTYaITbHOTO
mapipytuzaropa (VRRP).

HaumenoBanue Onucanue Bpems

Tema: 9. I'100aJILHAA CeTh. 3 yaca

Onucanue: 9.1. O6mue cBeneHUs. 3 yaca
9.1.1. XapakTepUCTUKU II100aIbHOMN CEeTH.
9.1.1.1. Tonosorun WAN ceTeid.
9.1.1.2. KomMyTanusi KaHaJIOB U NAKETOB.
9.1.1.3. WAN B mozaenu OSI.
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9.1.1.4. TepMuHoOIOTHS TJI00ATBEHON CETH.
9.1.2. MacutaObI ceTei.
9.2. Cetb oneparopa CBs3H.
9.2.1. TexHOIOTMH BHYTPH ONEPATOPA CBS3H.
9.2.1.1. IS-IS.
9.2.1.2. MPLS.
9.2.1.3. QoS.
9.2.2. TeXHOJIOTUH MOJKIIOUYEHUS MEKY OIEpaTOPaMH.
9.2.2.1. SONET u SDH.
9.2.2.2. CWDM u DWDM.
9.2.2.3. WAN Ha ocHose Ethernet.
9.2.3. TexHoJIOTUA TONKITIOYEHNST A00OHEHTOB.
9.2.3.1. TeneoHHbIC TUHUH.
9.2.3.2. KaGenbHOE NOIKIIOYEHHE.
9.2.3.3. Ethernet.
9.2.3.4. becripoBOIHBIE TEXHOJIOTHUHU.
9.2.3.5. CiyTHUKOBAas CBS3b.
9.3. TexHOJ0rUM MOBEPX APYTHUX.
9.3.1. PPP.
9.3.1.1. LCP u NCP.
9.3.1.2. PAP u CHAP.
9.3.1.3. PPPoE.
9.3.1.4. MTU.
9.3.2. TyHHenupoBaHue.
9.3.2.1. GRE.
9.3.2.2. IPsec u VPN.
9.3.2.3. DMVPN.

JlabopaTopHasi: |—

HaumenoBanue Onucanue Bpems
Tema: 10. MOHUTOPHMHT U ynIpaBJIeHHE. 8 yacos
Onucanue: 10.1. ITpoTokon oOHapyx)eHHs kKaHATEHOTO YpoBHs (LLDP). 3 yaca

10.1.1. OOwme cBeneHUs.

10.1.2. ®ynkumonupoBanue npotokosa LLDP.

10.1.3. Hactpoiika LLDP Ha yctpoiicTBax Eltex.
10.1.3.1. BkimroyeHne/0TKIII0YeHNE TI00aIbHO U Ha
OTJIENbHBIX MTOPTaX.
10.1.3.2. Hacrpoiika TaiimepoB nepenauu LLDPDU.
10.1.3.3. Hacrpoiika nepegaBaeMoit nHGOpMAaIUu.

10.2. 3epkanupoBanue Tpadpuka.

10.2.1. JlokanbHOE 3epKaTupOBaHUE.

10.2.2. Y nasieHHOE 3epKaJIUpOBAHUE.

10.2.3. Hactpoiika SPAN (J10KkaapHOTO 3epKAIMPOBAHUSA).

10.2.4. Hactpoiika RSPAN (yaaneHHOro 3epkaJupoBaHus).
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10.2.5. IIpoBepka SPAN.
10.3. CucreMHBIi KypHa.
10.3.1 Xapakrepuctuku Syslog.
10.3.2. ITpunamun padotsr Syslog.
10.3.3. ®opmat coobiieHusl.
10.3.4. Hactpoiika Syslog.
10.3.5. [Iposepka Syslog.
10.3.6. [Ipumep HacTpoiiku Syslog.
10.4. Cornamienue 06 ypoBHe 00CTy’>KMBaHUSI HHTEPHET MPOTOKOJIA.
10.4.1. Xapakrepuctuku Eltex IP SLA.
10.4.2. ITpunuun pabots! [P SLA.
10.4.3. bazoBas kounpuryparmus Sender.
10.4.4. ba3oas koHurypamus Responder.
10.4.5. ITposepka Eltex IP SLA.
10.4.6. Ilpumep nactpoiiku Eltex IP SLA.
10.5. Pe3epBHOE KONTMPOBaHUE M BOCCTAHOBIICHHE.
10.5.1. Ims ¢aiina koHpUrypamuu.
10.5.2. Pe3epBHOE KOMMPOBAHUE C TTOMOIIBIO TEKCTOBBIX (PailyioB.
10.5.2.1. Pe3epBHOE KOIIMPOBAHKE C TIOMOILBIO 3aXBaTa
TEKCTa.
10.5.3. Pe3epBHOe konnpoBanue ¢ nomoupro TFTP.
10.5.4. PezepBHOe konupoBaHue ¢ nmomoiibio USB-nopTos.
10.5.5. ABTOMaTHYECKOE PE3EPBHOE KOMMMPOBAHMUE.
10.5.6. [Ipumep HACTPOIKK pe3epPBHOIO KOMUPOBAHUS
KOH(UTYpAaIHH.

JlabopaTopuasi: |10.1. Hactpoiika nporokona LLDP na mapuipytuzaropax. 5 yacos
10.2. HacTpoiika mapiipyTusaropa Ais oTrnpaBku syslog-cooOrmienunii Ha
YJaJEHHBINA CEpBED.

10.3. Hactpoiika nokansHOro 3epkanupoBanus (SPAN).

10.4. Hacrpoiika oTnpaBKy pe3epBHBIX KONHii (hailiioB KoHGUTYpanuu Ha
TFTP-cepsep.

HaumenoBanue Onucanue Bpems
Tema: 11. Ilouck u ycTpaHeHHe HENOJIAI0K. 3 yaca
Onucanue: 11.1. [Ipouenypa noucka U yCTpaHEHUsI HEMOJIAIOK. 3 yaca

11.1.1. CO60p naHHBIX O CUMIITOMAX.
11.1.1.1. JokyMEHTUPOBAHUE CETH.
11.1.1.2. JInarpaMMbl TOIIOJIOTUHU CETH.
11.1.1.3. ba3zoBble noka3arenu ceTu.
11.1.1.4. I3mepenue JaHHBIX.
11.1.1.5. Onpoc KOHEYHBIX MOJIB30BATEICH.
11.1.2. M3onsuus HEnonamox.
11.1.2.1. Ucnonrs3oBanue moneau OSI.
11.1.2.2. MeTopl oucKa U yCTpaHEHUS HEIMOJIA IOK.
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11.1.2.3. CpencrBa noucka 1 yCTpaHEHUS HETONAIOK.
11.1.3.YcTpaneHue Henmonaaok.
11.1.3.1. Ilouck u ycTpaHeHHE HETOJIAZ0K Ha (PU3NUECKOM
YPOBHE.
11.1.3.2. Ilouck u ycTpaHeHHE HENOJIAJOK Ha KAHAJIbHOM
YPOBHE.
11.1.3.3. Tlouck u ycTpaHEHHE HEMOJIAI0OK HAa CETEBOM
YPOBHE.
11.1.3.4. ITouck u ycTpaHeHHE HENOJIAJOK HA TPAHCIIOPTHOM
YPOBHE.
11.1.3.5. Ilouck u ycTpaHEeHHE HENOJIAJOK HA YPOBHE
MIPUIIOKEHUMN.
11.2. Ommbku Ha KOMMYTaTOpax.
11.2.1. [IpoGnemsl ¢ IP-anpecanueit cetu VLAN.
11.2.2. OrcyrerByromue cetu VLAN.
11.2.3. Hemomanku B paboTe mopTa KOMMyTaTopa.
11.2.4. Henmonanku B pabote untepdeiica.
11.2.5. Omm6xku B IP-agpecarmm.
11.2.6. Henosnagku B HacTpoiikax KOMMyTaTopa ypOBHs 3.
11.2.7. [IpoGnembl ¢ TpPaHKOBBIMU KaHAJIAMHU.
11.2.8. IIpoGnemsr HacTpoiiku STP.
11.2.9. Henonanku B paboTe arperupoBaHHBIX HHTEPPEHCOB.
11.3. Ommbku Ha MapuIIpyTH3aTOPaX.
11.3.1. Ommobku B Hactpoiike ACL.
11.3.2. Omubku B Hactpoiike NAT.
11.3.3. Omubku B Hactpoiike DHCP.
11.3.4. Omubku B Hactpoiike GRE.
11.3.5. Ommbku B HacTpoiike VRRP.
11.4. ITouck u ycTpaHEHUE HETONAIOK CBA3H B ceTsax [P.
11.4.1. [IpoBepka (pu3nuecKoro ypoBHs.
11.4.2. ITpoBepka aapecaluy U NUTIO3A.
11.4.3. [IpoBepka npaBUIbHOTO MYTH.
11.4.4. ITpoBepka TpaHCIIOPTHOT'O YPOBHSI.
11.4.5. IIpoepka DNS.

JlaGoparopunasi: |—

HaumenoBanue Onucanue Bpems
Tema: 12. Texunueckasi NoJAepKKa U IVIAHNPOBAHUE CETH. 3 yaca
Onucanue: 12.1. PaboTa TexHu4eckoi moaaepxku MuaTepHeT-nposaiaepa. 3 yaca

12.1.1. Opranuzanust ciy>k0b! oaepkku MaTEepHET-TipoBaiaepa.
12.1.2. Ponu TeXHUYECKHUX CrienMaancToB MHTEepHET-TIpoBaiiiepa.
12.1.3. O0uieHue ¢ KIMCHTAMHU.

12.1.4. Co3nanue U UCIIOIb30BAHUE 3AITUCEHN CITYXKOBI TTOAICPHKKH.
12.1.5. Pabora y kineHTa.
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12.2. IInanupoBanue OOHOBJIEHUS CETH.

12.2.1. OcMOTp MECTOIOIOKEHUS OyayIIeH CETH.

12.2.2. JlokyMeHTHpOBaHUE TPEOOBaAHUH.

12.2.3. Dramnbl OOHOBJIEHUS CETH.

12.2.4. ®aktopsl pu BbIOOpE YCTPOMCTB A1t HEOOIBILIOHN CETH.
12.2.4.1. ®uznueckas cpena.
12.2.4.2. ITpoknaaka kabems.
12.2.4.3. IIpoeKT npoKIagKH.

12.2.5. BbIOop ceTeBbIX YCTPOHCTB.
12.2.5.1. Beibop kommyTartopa.
12.2.5.2. Beibop MapuipyTusaropa.
12.2.5.3. HapexHOCTh U AOCTYITHOCTh CETH.
12.2.5.4. Cxema [P-anpecanun.
12.2.5.5. TlpucBoeHme aipecoB yCTPOMCTBAM.
12.2.5.6. Pe3epBupoBanue cepBepHOii (hepMbl.
12.2.5.7. Ilpuopuruzauus Tpaduka.
12.2.5.8. Haubonee pacnpocTpaHeHHbBIE MPUIOKEHUS.

JlabopaTopHasi: |—

HaumenoBanue Onucanue Bpems

Tema: HTOroBeIii TECT U MPAKTUYECKUNA SK3aAMEH. 5 4acoB

B pamkax naHHOTO Kypca MpefoCTaBIseTCs OHA MOMBITKA MPOXOXKIACHHS CEPTUPUKAIIMOHHOTO UCTIBITAHUS,
KOTOpasi MOKET OBITh MCIOJIB30BaHA B JICHb 3aBEPIICHUS Kypca.

B cnyuae HeygauHOTO 3aBEpIICHUS, MOXXHO OOPATUTHCSI B KOMMEPYECKHI OT/IeT ISl IPUOOPETeHMSI TIATHOU
JIOTIOJTHUTEIbHOM MOTBITKH.

[TmaTHOM MOMBITKONH MOKHO BOCIIOJIH30BaThCS B T€UCHHE 21 KaJICHIapHOTO JHS MOCTE 3aBEPIICHUS 00yUeHUS.

BperI Ha CaMOCTOATCIIbHYHO pa60Ty BKJIFOUCHO B 06H1Hﬁ 00BEM YaCOB.
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