dKaeMus
= €ELTEX

&) +7 (383) 274-48-01 E, +7 (383) 274-48-02 [ info@academy.eltex.ru

OcHoBbI ceTeBbIX TexHoJorui. Yactp 1 (v.1.2)

JurenbHocTh Kypea: 40 akageMHUecKUX 4acoB

LeneBas aynuropus:

— Hauunaronue TeXHUYECKHE CIeIMAINCThI 0€3 OIbITa UM ¢ MaJIbIM OIbITOM paboTsl B chepe IT;
— Hauunaromme pazpadotunku cereBoro I10;
— Crynentsl, oOyyaromuecs B ccy3ax U By3ax.

TpeOoBanus K y4acTHHKAM:

— XKenanue pasBuBatbcs B cepe IT;
— IloHnmaHMe OCHOB JBOMYHOM CUCTEMBI CUMCIICHUS.

PesyabTaTsl 00yyeHnus:

YMmerh:
— paccCUUThIBaTh aIpECHOE MPOCTPAHCTBO JIOKAJbHBIX CETEH;

— TpocMaTpUBaTh CETEBOU TpaduK ¢ moMoibio nporpammsl Wireshark;
— TIPOU3BOJUTH MPABUIHHOE OKOHEUMBAHHE KAaOEIsl «BUTAs Mapay;

— OpHEHTHPOBATHCS B TEXHHUUECKOW JOKYMEHTAIHH;

— aJIMUHHCTPHPOBATH KOMITBIOTEPHYIO CETh Ha 0a30BOM YpOBHE.

3HATB:
— OCHOBBHI ceTeBbIX TexHojorui: moaeau OSI, TCP/IP;

— OCHOBBI paboTHI TPOTOKOJIOB IPVv4, IPV6;
—  KOHUEMIIMIO OCTPOSHUSI KOMIIBIOTEPHBIX CETEH.

Baapnern:
— TOHUMaHHEeM BHyTpeHHel padotsl mpoTokonoB DNS, DHCP u HTTP;

— TOHMMAaHHEM MPHUHIIUIIOB aJ[pecaliy B KOMIIBIOTEPHBIX CETSX;
— TOHMMAaHHUEM NPHUHIIKIIA TTepelaul JAHHBIX 110 CETH;
— HaBBIKOM aHAJIM3a CETEBOTO Tpaduka ¢ moMoIIbI0 porpamMmel Wireshark.
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Y4yeOHO-TEeMaTHYECKHU IJIAH
«OcHoBbI ceTeBbIX TexHoJorui. Yacts 1 (v.1.2)»
HaumenoBanmue Onucanue Bpems
Tema: 1. BBeneHue B KOMIILIOTEPHbIE CETH. 2 yaca
Onucanue: 1.1. Onpenenenre KOMIbIOTEPHOU CETH. 2 yaca
1.2. OCHOBHBIE AJIEMEHTBI KOMIIBIOTEPHBIX CETEH.
1.3. Pa3BuTue cereBbix TexHoaoruil u HTepHera.
1.4. Tunsl cerei.
1.4.1. Cetu paznuyuHbIX MacIITaOOB IO TEPPUTOPHATIEHOMY
PacroJI0KEHUIO.
1.4.2. Cetu pa3nnyHble IO ApXUTEKTYPE.
1.5. ITpumeHeHne KOMITBIOTEPHBIX CETEM.
JlabopaTopHasi: | —
HaumeHnoBaHue Onucanue Bpems
Tema: 2. YcrpoiicTBa, I[1O ¥ cpena nepenaym JaHHbIX. 4 yaca
Onucanue: 2.1. CrannapTsl. 2 yaca
2.1.1. Opranuzanu 1mo cTaHaapTU3aIUH.
2.1.2. lpyrue opraHusanuy.
2.2. YcTpolicTBa.
2.2.1. OKoHEYHBIE YCTPONCTBA.
2.2.2. CeteBble (MPOMEKYTOUHBIC) YCTPONUCTBA.
2.3. CereBas cpena.
2.4. IlpeacraBieHus CETH.
2.4.1. Cxembl TONOJIOTHA.
2.4.2. Tonosioruu JIOKaJIbHON CETH.
2.4.3. Tonosioruu riao0aabLHOM CETH.
2.4.4. duznyeckas U JOTUYECKAS TOMOJIOTHS «TOYKA-TOUKAY.
2.4.5. KonbplieBas TOIOJIOTHSL.
2.5. CiocoObl MOAKITIOYEHHUS K CETH.
2.5.1. Texnonoruu nocryna B UHTepHeT.
2.5.2. IlonkmroueHue yaalleHHbIX NoJab30BaTenel k UHTepHery.
JladopaTopnasi: |2.1. O630p opraHu3ayii Mo CTaHIapTHU3AINH. 2 yaca
2.2. Komanmnas crpoka OC Ubuntu u Windows.
HaumeHoBaHue Onucanue Bpems
Tema: 3. IIpoTOKO0JIBI 1 MOJEJIN. 4 yaca
Onucanue: 3.1. O6MeH TaHHBIMH. 2 yaca

3.1.1. YcraHoBneHue npaBuil oOMeHa JaHHBIMH.
3.1.2. KogupoBanue cooOmieHus.
3.1.3. ®opmaTtupoBaHHE COOOIICHUS.
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3.1.4. Pazmep cooOrieHus.

3.1.5. BpemenHble mapaMeTpbl COOOILIEHUS.

3.1.6. CriocoObI pacChbUIKH COOOIICHMS.

3.1.7. CermeHTauus U MyJbTUIUIEKCUPOBaHHE.
3.2. CereBble MOJIENH.

3.2.1. HaGopbl mpOTOKOJIOB.

3.2.2. MuoroypoBHeBas Mmozenb OSI.

3.2.3. Crex TCP/IP.

3.2.4. CpaBuenue moaeneid OSI u TCP/IP.

JladopaTopuas: |3.1. [louck u n3ydeHue npoOTOKOJIOB. 2 Jaca
3.2. Pabota ¢ Wireshark.

HaumeHnoBanue Onucanue Bpemsi

Tema: 4. Axpecanusi B MHOTOYPOBHEBO MO/IeJIH. 3 yaca

Onucanme: 4.1. CucremMbl CUMCIICHUS. 2 yaca
4.1.1. JIBonuHas cuCTeMa CUUCIICHUSI.
4.1.2. lllecTHaauarepuyHas CUCTEMa CUUCIICHUS.
4.2. Anpeca xanansHoro ypoBHs (MAC-anpeca).
4.2.1. Onnoanpecubsii MAC-anpec.
4.2.2. I'pynnosoit MAC-anpec.
4.2.3. [lInpoxosemarenbubii MAC-anpec.
4.3. ITIporokon ARP.
4.3.1. ARP-3anpoc u ARP-oTBeT.
4.3.2. Tabauma ARP-cooTBeTcTBUIA.
4.4. OOMeH NaHHBIMH BHYTPH OJIHOHM CETH.

JladopaTopuasi: (4.1. Onpenenenne MAC-anpeca 8 OC Ubuntu u Windows. 1 gac

HaumeHnoBanue Onucanue Bpems

Tema: 5. IP-agpeca. 4 yaca

Onucanme: 5.1. Anpeca IPv4. 2 yaca

5.1.1. Ctpykrypa [Pv4-aapecos.

5.1.2. Macka noacetu IPv4.

5.1.3. JlnunHa npedukca.

5.1.4. CereBoil anpec, aapec y3ia U LIAPOKOBEUIATENbHBIA aJIpeEC CETH
1Pv4.

5.1.5. IlpaBuiia Ha3HAYEHUS y3TOBBIX aJPECOB.

5.1.6. ITo6uToBas onepanus «M».

5.1.7. IP-agpec 01HOAIPECHOU PACCHIIKH.

5.1.8. IP-agpec mmpokoBeniaTeIbHOW PACCHUIKH.

5.1.9. IP-agpec rpynmoBoi pacChUIKH.

5.1.10. lupoxoBemaTeNbHBIN JOMEH.

5.1.11. Tunst IP-aapecos.
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5.1.12. IPv4-anpeca ciennaabHOrO Ha3HAYEHUS.

5.1.13. IIpucBoeHue y3i1y CTaTUYECKOTO U AMHaAMu4deckoro [Pv4-
azapeca.

5.1.14. IlepBoHayanbpHas KjaccoBasi aapecamnms.
5.2. Anpeca IPv6.

5.2.1. Ctpykrypa IPv6-aapecos.

5.2.2. Ilponyck HayaJIbHBIX HYJIEH.

5.2.3. [Ipomyck Bcex HyJIEBBIX OJIOKOB.

5.2.4. Tuns! IPv6-agpecos.

5.2.5. IPv6-nipeduxc.

5.2.6. UnnuBunyaneueie [Pv6-anpeca.

5.2.7. JIokanpHBIE aapeca KaHaja.

5.2.8. I'pynnioBeie [Pv6-aapeca.

JladopaTopnasi: |5.1. Monuropunr nokansHoM cetr B OC Ubuntu u Windows. 2 yaca
5.2. Pemenue mno oTmpaBke MakeToB (Jorudyeckoe «»).

HaumenoBanue Onucanue Bpems
Tema: 6. Pazouenmne IP-cereii Ha moaceTH. 5 yacoB
Onucanmue: 6.1. Heo06Xx0auMocCTh cerMeHTallluu CETH. 2 yaca

6.1.1. Ilpuunnbl pa3dueHUs CETH HA MOJICETH.
6.1.2. ba3oBoe pa3bueHue Ha MOJACETH.
6.1.3. ®opmynsl pa3eneHus Ha MOACETH.
6.1.4. ba3zoBoe pa3zzaenenue Ha 4 NoJCeTH.
6.1.5. ba3zoBoe pazzaenenue Ha § moceTen.
6.1.6. ba3zoBoe pazaenenue cetu ¢ mpedukcom /16 Ha 50 moaceTei.
6.1.7. Pa3Ouenue Ha 1oJCETH MO KOJIUYECTBY Y3JIOB.
6.2. Macku nepemenHoi niuunsl (VLSM).
6.2.1. Macku nopcereii nepemennoi nnuasl (VLSM).
6.3. Pa3Ouenne [IPv6-ceTn Ha oaceTH.
6.3.1. Pa3Ouenue Ha MOJCETH € MCIIOJIb30BAaHUEM HACHTU(PHUKATOPA

HOJICETH.
6.3.2. Coznanue IPv6-noacereii ¢ ncnoiabp3oBaHueM HieHTU(UKAaTOpa
uHTepdeiica.
JlabopaTopuas: |6.1. JlegeHue ceTu Ha ONPEAEIEHHOE KOJIUYECTBO CETEH. 3 gaca

6.2. [leneHne ceTH Ha ONpeeIeHHOE KOJIMYECTBO Y3JI0B.
6.3. Jleneuue cetu 6a30BeIM 1 VLSM cniocobamu.

HaumenoBanmue Onucanue Bpems
Tema: 7. YpoBeHb IPUJIOKEHU . 4 yaca
Onucanue: 7.1. YpoBeHb NPUIIOKEHUN, YPOBEHb NPEACTABIECHUS, CEAHCOBBIM ypOBEHb. | 2 yaca

7.1.1. OCHOBHBIE IPOTOKOJIBI YPOBHSI IPUIIOKEHUH.
7.2. YpOBeHb MpeICTaBICHUS U CEAHCOBBIH YPOBEHbD.
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7.3. Ciyxx6a nomeHubix umex (DNS).
7.3.1. ®opmar coodbmennii DNS.
7.3.2. CTpyKTypa JOMEHHOIO UMEHH.
7.3.3. Uepapxus u npunium padotsr DNS.
7.3.4. [loBepenHnble u HenoBepeHHble DNS-cepsepa.
7.4. IIpOTOKOJIBI TUIIEPTEKCTA ¥ TIOYTOBBIE MPOTOKOJIBI.
7.4.1. Ilporokonst HTTP u HTTPS.
7.4.2. IIpotokonst SMTP, POP u IMAP.
7.4.2.1. SMTP.
7.4.2.2. POP.
7.4.2.3. IMAP.
7.5. B3aumonencTBre NPOTOKOJIOB YPOBHS IIPWIOKEHUHN C PUIIOKEHUAMU
KOHEYHBIX [10JIb30BaTeNeH.
7.6. [IpoTokon quHamMuueckoi KoHpurypauuu cereBoro y3iaa (DHCPv4).
7.6.1. Ilonyuenue IP-angpeca ot cepsepa DHCP.
7.6.2. Kouduukr [P-agpecoB u MeTOIbl €r0 MpeaynpeKaeHHUs.
7.6.3. Ilponnenue apenas! IP-agpeca.
7.6.4. Ananu3 pabotsl mpotokoina DHCP ¢ momompio Wireshark.
7.6.5. DHCP-petpancnarop (DHCP relay).
7.7. llporokon nepenaun ¢aiinos (FTP).
7.8. IIpotokon obMeHa 6110KkaMu cepBepHBIX coobieHuit (SMB).
7.9. IIpOTOKOJ CETEBOTO BPEMEHHU.

JladopaTopnasi: |7.1. Komanmaa nslookup. 2 gaca
7.2. U3zyuenue npotokona DHCP.

HaumenoBanmue Onucanue Bpems

Tema: 8. TpancnopTHBINH YyPOBEHb. 3 yaca

Onucanue: 8.1. IIpoTOKOJIBI TPAHCHIOPTHOT'O YPOBHSI. 2 yaca
8.2. 3HaueHune u GyHKIUHA TPAHCIIOPTHOTO YPOBHS.
8.2.1. Cermenrarms TCP/UDP.
8.2.2. MynbTUIIEKCUPOBaHUE.
8.3. Anpecanus TpaHCIIOPTHOTO YPOBHSI.
8.3.1. Aapecanus noptoB TCP u UDP.
8.3.2. CoKeTbl M MPUHIUI aJIPECALINH.
8.3.3. I'pynmbl HOMEpPOB MOPTOB.
8.4. Ilporoxon TCP.
8.4.1. ®ynkuuu nporokosa TCP.
8.4.2. 3aronosok TCP-cermenra.
8.4.3. YcranoBka TCP-coequuenus.
8.4.4. Hanexnocts TCP.
8.4.4.1. [loaTBepkieHNE U pa3Mep OKHa.
8.4.4.2. Ilorepst 1aHHBIX U IOBTOpPHAs IIEepeiaya.
8.4.5. 3aBepmienue TCP-ceanca.
8.4.6. Ycranosienue TCP-coequHeHs U yIpaBIE€HUE ITOTOKOM.
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8.5. Ilpotoxon UDP.
8.5.1. ®ynkuun UDP.
8.5.2. OcHOBHBIE XapakTepucTHKu npoTtokona UDP.
8.5.3. UDP-nararpaMmsl.
8.5.4. OcHOBHBIE TUIIBI IPUIOKEHUN, KOTOpPbIE UCTONIBb3yt0T UDP.

JladopaTopnas: |8.1. Komanna Netstat. 1 gac
HaunmenoBanue Onucanue Bpems

Tema: 9. CeTreBoii YPOBEHbD. 2 yaca

Onucanue: 9.1. ®yHKIIMU CETEBOTO YPOBHH. 2 4aca

9.2. IIpoTOKOJIBI CETEBOIO YPOBHS U UX CBOWCTBA.
9.2.1. [lepechuika 6€3 yCTaHOBIICHUS COEAMHEHUSI.
9.2.2. HerapantupoBaHHasi 1OCTaBKa.
9.2.3. He3aBHCHMOCTB OT Cpe/bl.
9.3. IIporokomn 1Pv4.
9.3.1. Ilone TTL (Time To Live).
9.4. Ilporokomn IPv6.
9.4.1. IIpotokon IPv6 n ero npeumymecrsa nepex [Pv4.
9.4.2. 3aronoBok nakera [Pv6.
9.5. CereBoli ypOBEHb B MpoOIecce Nepeaadn JaHHBIX.

JlabopaTopHasi: | —

HaumenoBanue Onucanue Bpemsi
Tema: 10. KananbHbIi yPOBEHb. 2 yaca
Onucanue: 10.1. ®yHKIIMU KaHATBHOTO YPOBHS. 2 4aca

10.1.1. IlogypoBHM KaHanpHOTO YpoBHA Mojaenu OSI.
10.1.2. YopaBneHue 10CTyIIOM K Cpejie epeaadn TaHHBIX.
10.1.3. [IpenocraBiieHne 1OCTyIa K Cpee.
10.1.4. ®opmaTtupoBaHue TaHHBIX IS IEpEIAyH.
10.2. ocTyn K cpene neperadu JaHHBIX.
10.2.1. ITonyayniekcHasi ¥ MOJHOAYTUICKCHAS Tiepeaadya JaHHBIX.
10.2.2. KoHTpOaupyeMmblil JOCTYII.
10.2.3. Komm3uu 1 MeToapl paboThl ¢ HUMH.
10.3. Kagp xanana nepeadu JaHHbIX.
10.3.1. O600meHHas cTpyKkTypa hopmaTa Kaapa.
10.3.2. Anpecanys KaHaJIbHOTO YPOBHS.
10.3.3. KoH1eBuK Kajpa.
10.4. Kanp Ethernet 802.3.
10.5. Kaap Point-to-Point (PPP).
10.6. bectipoBogHoi kaap 802.11.
10.6.1. ITone ynpasnenust kaapom To DS — ot ycTpoiicTBa k cucreme
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pacnpeneseHusl.
10.6.2. TTone ynpasnenus kagpom From DS — ot cuctembr
pacnpeeseHus K yCTpOMCTBY.
10.6.3. ITone ynpasnenus kagpom To DS, From DS — 6ecnipoBogHO#M
MOCT.

10.7. ®opmaTsl KaApOB ISl Pa3IMYHBIX Cpel MepeIadn.

10.8. IIporoxon Ethernet.

10.9. CrangapThl KaHAJILHOTO YPOBHSI.

JlaGoparopHasi: |—

HaumeHnoBanue Onucanue Bpems
Tema: 11. ®u3nyecknii ypoBeHb. 3 yaca
Onucanue: 11.1. HazHayeHue u OCHOBHbIE (PYHKIIMU (PU3HUECKOTO YPOBHSL. 2 4aca
11.2. ®usnyeckue pazbeMbl JUIsl OAKIIOYEHNS YCTPOMCTB U CETEBBIE
IaThI.

11.3. CrangapTsl GU3NYECKOTO YPOBHSI.
11.4. Menusie kabeiu.
11.4.1. Ilpeumy1iecTBa U HEAOCTATKU MEHBIX Kabemne.
11.4.2. KabGenu Tuna «BuTas mapay.
11.4.3. KoakcuanpHblii kKabeb.
11.5. OnTOBOJOKOHHBIE Kabemu.
11.6. IToctpoeHne kabenbHbBIX ceTel.
11.6.1. Ocobennoctu npoxiaaaky kadenei Tuna UTP.
11.6.2. OcoOEHHOCTH MPOKIIAIKHA ONITOBOJIOKOHHBIX KaOemeH.
11.6.3. Texauka 6€30MaCHOCTH MPH MPOKIAJAKE KaOETbHBIX CETEH.
11.7. bBectipoBoiHas cpefa nepeayu JaHHbIX.
11.7.1. OcobeHHocTH OECITPOBOIHOM TIEpeIaun JaHHBIX.
11.7.2. Cranmaptsl 6€CTIPOBOIHBIX JIOKAJIBHBIX CETEH.
11.7.3. becipoBOIHOM MIUPOKOIIOIOCHBIN JOCTYII.

JlaGopatopuas: |11.1. OkoHeunBaHue Kabest «BUTAs IMapay. 1 yac

HaumenoBanmue Onucanue Bpems
Tema: 12. XapakTepuCcTHKH KOMIILIOTEPHBIX CeTeM. 2 yaca
Onucanue: 12.1. TIpomyckHast cnocoOHOCTb. 2 yaca

12.2. IIpon3BOAUTENBHOCTD CETH.
12.3. HanexxHOCTh U AOCTYITHOCTb.
12.4. MacmrabupyemocThb.
12.5. be3omacHOCTh CETH.
12.5.1. YTpo3bl 6€30MacHOCTH.
12.5.2. Pemenus no o0ecrnedyeHn0 0€30IMaCHOCTH.
12.6. CTonMOCTb.

JlaGoparopHasi: |—
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Hrorosasi popma KoHTpOJIA: 2 Yaca
B paMkax 1aHHOro Kypca IpeloCTaBiIsIeTCsl OJJHA MOMBITKA MPOX0XKIEHHS CepTU(UKALMOHHOIO UCTIBITAHNUS,

KOTOpasi MOKET ObITh HCIIOJIb30BaHA B ICHb 3aBEPILICHUS Kypca.
B cnyuae HeygauHOro 3aBepIlIeHuUs, MOXXHO OOpaTUTHCSI B KOMMEPUECKHM OTAeN sl NproOpeTeH s MIaTHON

JOTIOJTHUTEIBHOM MOIBITKH.
[TmaTHO MOMBITKONH MOYKHO BOCIIOJIB30BAaThCS B T€UEHUE 21 KaJIeHIapHOTO AHS TOCIIE 3aBEPIICHUS 00yUCHHUS.
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